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GDPR and codes of conduct in SaaS 

 
17/01/2019 
 

TMT analysis: James Cotter, partner at Simmons & Simmons, considers some of the codes of con-
duct used by software as a service (SaaS) providers in light of the GDPR. 
 

What major codes of conduct (or the like) may be used by SaaS providers to demon-
strate compliance with requirements of the GDPR? 

The EU Cloud Code of Conduct allows self-evaluation/declaration or third–party certification of compliance 
with requirements which mirror the General Data Protection Regulation (EU) 2016/679 (GDPR) obligations 
(contained in Article 28 of the GDPR) imposed on data processors. The Code is voluntary but it contains 
guarantees over and above the minimum legal requirements for protection of data in the cloud, alongside a 
commitment to implementing the ‘technical and organisational measures’ required with regards to data secu-
rity under the GDPR. 

The Cloud Security Alliance (CSA) Code of Conduct provides a ‘consistent and comprehensive framework 
for complying’ with GDPR. This Code provides a template to be followed by SaaS providers, which can be 
adapted to fit any model of provider regardless of size or their status as a processor or controller under the 
GDPR. It provides a mechanism to allow a cloud provider to demonstrate compliance with the Code as well 
as assuring clients of their compliance with the GDPR conditions more generally. 

The Code of Practice for Cloud Service Providers was updated by the Cloud Industry Forum in September 
2017 to incorporate GDPR requirements. This Code provides a checklist for best practice in the provision of 
cloud services and allows providers to assess themselves against developed standards amongst their peers. 

A further code of conduct used by some large providers such as Amazon, is the Cloud Infrastructure Ser-
vices Providers in Europe (CISPE) Code of Conduct, which has a dual role in assisting providers in their 
compliance with the GDPR and avoiding penalties, while also offering a framework to help customers select 
trustworthy providers that are using appropriate data protection standards. The focus of this Code is on re-
stricting data storage and transfer locations to only those in the EEA, given that the Code enforces customer 
choice about where their data is stored and ensures that such data is processed solely within the EEA. SaaS 
providers are also required to commit to strict provisions regarding the use of personal data by prohibiting 
profiling or direct marketing. 
 

To what extent are such codes (and similar) helpful to customers in ensuring the 
SaaS supplier complies with the GDPR and in ensuring their own compliance with 
the GDPR? 

The above codes of conduct to some extent simplify the compliance burden on SaaS providers by clarifying 
the roadmap to achieving compliance and by allowing providers to build an environment of trust and reliabil-
ity with their customers based around agreed principles. 

These codes of conduct allow customers to have greater confidence that GDPR compliance is embedded 
within SaaS providers’ business processes. Additionally, they also allow some providers (such as Google) to 
go further by developing their own standards that go beyond existing standards, demonstrating an overall 
brand commitment to achieving a ‘gold standard’ level of preparedness for any potential compliance gaps. 

Requesting a supplier to adhere to a code of conduct can also assist decision making as to whether a pro-
spective customer-supplier relationship is likely to be viable. There is a motivation for providers to adhere to 
the base-level standards of particular code(s) of conduct in order be considered by customers for future busi-
ness. Many suppliers with relatively strong bargaining positions will likely start negotiations by offering 

https://eucoc.cloud/en/about/about-eu-cloud-coc.html
https://www.lexisnexis.com/uk/lexispsl/commercial/citationlinkHandler.faces?bct=A&service=citation&risb=&EU_REG&$num!%2532016R0679%25
https://downloads.cloudsecurityalliance.org/assets/research/gdpr/CSA_Code_of_Conduct_for_GDPR_Compliance.pdf
https://www.cloudindustryforum.org/content/code-practice-cloud-service-providers
https://cispe.cloud/#code-of-conduct
https://cispe.cloud/#code-of-conduct
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customers sufficient evidence of independent accreditation or certification of such code(s) of conduct rather 
than a binding warranty or representation to maintain adherence to them throughout the life of a contract. 

The fact that the GDPR explicitly recognises ‘approved’ codes of conduct (as referred to in Article 40 of the 
GDPR) as an effective method of demonstrating compliance with the security requirements in Article 32 of 
the GDPR, allows customers using an ‘approved’ code to acquire a further level of comfort about relevant 
aspects of their own GDPR compliance or in particular, to gain comfort from assessing the relative level of 
compliance of one of their processors. 

Part of a controller’s responsibilities under the GDPR include ensuring that they interact with processors and 
other subcontractors in a way that is compliant with the mandatory contractual requirements set out in Article 
28 of the GDPR and to ensure that such processors and/or subcontractors are subject to adequate proce-
dures regarding data security. 

However, compliance with codes should be seen as an addition to, rather than a replacement for, the con-
tractual terms required by Article 28 of the GDPR for contracts between controllers and processors, and are 
not (in the absence of Article 28 of the GDPR contract terms) taken as sufficient to guarantee that a supplier 
and customer complies with the GDPR. Nevertheless, outside of requiring evidence of certification of such 
code(s) of conduct, customers should continue to: 
 
•  undertake appropriate due diligence and regular audits of processors during the life of the contract 
•  include the usual provisions in their contracts with suppliers (including in particular imposing minimum 

contractual terms that reflect the mandatory contractual requirements under Article 28 of the GDPR) 

There may be circumstances within which suppliers are required to comply with more than one of the above 
Codes of Conduct by customers. However, given that many of these Codes of Conduct will have overlapping 
requirements—particularly in relation to security standards—it will likely be overly burdensome for suppliers 
to comply with more than one of the Codes of Conduct. 
 

What codes (and similar) should customers generally seek to ensure their SaaS 
supplier complies with, in view of the GDPR? 

The GDPR provides a significant step-up in expectations about the technical and organisational measures 
that organisations should take in relation to personal data. As such, customers must now balance the need 
to require suppliers to reflect these more burdensome requirements, while also respecting the need to not 
stifle the technological efficiencies that cloud computing so evidently bring. 

A code of conduct that takes into account the GDPR is an effective way of demonstrating to regulators that a 
customer has seriously considered the additional requirements under the GDPR. As such, they may become 
routine points of focus on third party contracts and the due diligence process leading up to contracting. The 
most widely used code could well be the EU Cloud Code of Conduct, particularly within UK and EU markets, 
as it has its own governing structure and a monitoring body (SCOPE Europe) capable of providing significant 
oversight and guidance. The EU Cloud Code of Conduct was also drafted alongside authorities within the EU 
and European Commission and is therefore closely aligned with the practical implementation requirements of 
the GDPR. 

The CSA Code has particular virtue in that it provides templates for compliance that SaaS providers can fol-
low, and a checklist that not only permits a level of self-assessment to the provider while offering customers 
a barometer against which to assess providers. It is also the most flexible code, allowing a multitude of pro-
viders to adhere to it. 

This said, customers that are more concerned with transparency may be most interested in the Code of 
Practice of Cloud Service Providers, given its greater depth in relation to service provision and customer and 
supplier transparency and relationship at a service-specific level. On the other hand, it may not so readily 
demonstrate compliance with all necessary requirements in the way other codes of conduct do.  
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Alternatively, those concerned about international data transfers or more specifically about cloud providers 
making alternative (and perhaps also unauthorised) uses of personal data may want their service provider to 
adhere to the CISPE Code of Conduct. 

Work on a revamped version of the Cloud Select Industry Group’s (C-SIG) Data Protection Code of Conduct 
for Cloud Service Providers continues and it has not been endorsed by the European Commission or Euro-
pean Data Protection Board (formerly the Article 29 Working Party) and has received little legal or business 
commentary. Therefore, we do not consider it to be one that customers will adopt commonly in the immedi-
ate future. 
 

Are any major developments in codes of conduct relating to the GDPR and SaaS ex-
pected in the next 12 months which customers should take note of? 

The European Commission issued a presentation on codes of conduct in February 2017 in preparation for 
the GDPR’s implementation date (25 May 2018) in which it highlighted the need to establish codes of con-
duct that have significant legal bases and that assist companies tangibly with compliance. However, since 
this announcement, it appears that the codes of conduct that have been created, primarily the EU Cloud 
Code of Conduct, have begun to fill the compliance gap identified by the GDPR. As such, it seems unlikely 
that any further codes surpassing the EU Code will come to fruition, albeit that further codes at a more sec-
tor-specific level may arise in response to further developments in SaaS cloud solutions and the additional 
security concerns that they will inevitably bring. 

Interviewed by Alex Heshmaty. 

The views expressed by our Legal Analysis interviewees are not necessarily those of the proprietor. 
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